Authenticating Evidence of Internet Chat Room Logs
Recovered From A Hard Drive

The Federal Courts have thus far addressed the authentication of
comput er - generated evi dence based upon the same rules, principles and
statutes that have existed before conputer usage becane w despread.[1]
The recent case of United States v. Tank, 200 F.3d 627 (9th Cir. 2000),
whi ch involves evidence of Internet chat room conversation logs, is no
exception to this trend.

In Tank, the Defendant appealed from his convictions for conspiring to
engage in the receipt and distribution of sexually explicit images of
children and other offenses. Anobng the issues addressed on appeal was
whet her the governnent nmade an adequate foundational showing of the
rel evance and the authenticity of a co-conspirator’s Internet chat room
I og printouts. A search of a conputer belonging to one of Defendant
Tank’s co-conspirators, Riva, revealed conputer text files containing
"recorded” online chat room discussions that took place amobng nenbers
of the Orchard Club, an Internet chat roomgroup to which Tank and Riva
bel onged. [ 2] Riva's conmputer was programmed to save all of the
conversations anmobng Orchid Club menbers as text files whenever he was
onl i ne.

At an evidentiary hearing, Tank argued that the district court should
not adnmit the chat room logs into evidence because the governnent had
failed to establish a sufficient foundation. Tank objected that there
was no foundation for adm ssion of the chat room log printouts into
evi dence because: (1) they were not conplete docunents, and (2)
undetectable "mmterial alterations,” such as changes in either the
substance or the nanes appearing in the chat roomlogs, could have been
made by Riva prior to the governnent’s seizure of his conputer.[3] The
district court ruled that Tank's objection went to the evidentiary
wei ght of the logs rather than to their adm ssibility, and allowed the
logs into evidence. Tank appealed and the appellate court addressed
the issue of whether the governnment established a sufficient foundation
for the chat room | ogs.

The appellate court considered the issue in the context Federal Rule of
Evi dence 901(a), which provides that the “requirenent of authentication

or identification as a condition precedent to admissibility is
satisfied by evidence sufficient to support a finding that the matter
in question is what its proponent clains.” The court noted that

""[t]lhe rule requires only that the court adnmit evidence if sufficient
proof has been introduced so that a reasonable juror could find in
favor of authenticity or identification.'™ United States v. Black, 767
F.2d 1334, 1342 (9th Cir.1985) . . . The governnent nust al so establish

a connection between the proffered evidence and the defendant. See
id.'"[4]

In authenticating the chat room text files, the prosecution presented
testimony from Tank’s co-conspirator Riva, who explained how he created
the logs with his conmputer and stated that the printouts appeared to be
an accurate representation of the chat room conversati ons anong nenbers



of the Orchid dub. The governnent also established a connection
between Tank and the chat room log printouts. Tank admtted that he
used the screen nane "Cessna" when he participated in one of the
conversations recorded in the chat room log printouts. Additionally,
several co-conspirators testified that Tank used the chat room screen
name "Cessna" that appeared throughout the printouts. They further
testified that when they arranged a neeting with the person who used
the screen name "Cessna,"” it was Tank who showed up.[5]

Based upon these facts, the court found that the governnment made an
adequat e foundational showi ng of the authenticity of the chat room I og
printouts under Rule 901(a). Specifically, the governnent *“presented
evi dence sufficient to allow a reasonable juror to find that the chat
room | og printouts were authenticated.”[6]

As to the issue of conpleteness, the court determined that any question
of the conpleteness of the chat room | og printouts would have affected
the weight of the evidence, and not their adm ssibility. Additionally,
the Court discounted Tank’'s argunent that because Riva could have made
material deletions to the evidence prior to its seizure by U S. Custons
agents, the Governnment was required to establish that no such materi al
del eti ons occurred. Interestingly, Tank argued on appeal that the
Government was required to conduct a conputer forensic analysis on
Riva’s hard drive to ensure that the files in question were not
materially altered by Riva prior to the seizure. The court found
otherwi se, noting that such an exercise was not required by the
Governnent for authentication purposes, but again, was an issue
rel evant to the weight of the evidence.[7]

The Tank decision is consistent with other cases that have addressed
the issue of the authenticity of conputer evidence in the general
context of Fed.R Evid. 901(a).[8] The Tank case illustrates that there
are no specific requirenments or “magic fornula” for the authentication
of chat room conversation |ogs, but that the facts and circunstances of
the creation and recovery of the evidence as applied to Rule 901(a) is
the approach generally favored by the courts.
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